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"Phishing attacks and solutions" 

 
Dates: 18.12.2020 
 

KLEF, Computer Science and Engineering Department is primarily aimed at 

encouraging students to learn and pursue their talents and abilities. FOCUS, the 

Student Association of CSE department initiated Phishing attacks and 

solutions(Webinar). 
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Phishing persuades you to take an action that gives a scammer access to your device, 

accounts, or personal information. By pretending to be a person or organization you trust, 

they can more easily infect you with malware or steal your credit card information. 



 

In other words, these social engineering schemes “bait” you with trust to get your valuable 

information. This could be anything from a social media login, to your entire identity via your 

social security number. 

 

These schemes may urge you to open an attachment, follow a link, fill out a form, or reply 

with personal info. By that logic, you must be on guard at all times which can be exhausting. 

 

The most common scenario is as follows: 

 

You open your email and suddenly an alert from your bank appears in your inbox. When you 

click the link in the email, you are taken to a webpage that looks, more or less, like your bank. 

Here’s the catch: this site is actually designed to steal your information. The alert will say 

there is a problem with your account and ask you to confirm your login and password. 

After entering your credentials on the page that appears, you are usually sent to the actual 

institution to enter your information a second time. By steering you to the legitimate 

institution, you don't immediately realize your information was stolen. 

These threats can get very elaborate and show up all types of communication, even phone 

calls. The danger of phishing is that it can deceive anyone that isn’t skeptical of smaller details. 

To help you guard yourself without becoming paranoid, let’s unpack how phishing attacks 

work. 

 

 

 

 

 

 



Gallery: 

 

Fig: The Expert have shown various phishing attacks in real scenario 18.12.2020 
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