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The Internet of Things (IoT) is generating an unprecedented volume and variety of data. But 

by the time the data makes its way to the cloud for analysis, the opportunity to act on it might 

be gone. This white paper, intended for IT and operational technology professionals, explains 

a new model for analyzing and acting on IoT data.  It is called either edge computing or Fog 

computing: 

 Analyzes the most time-sensitive data at the network edge, close to where it is 

generated instead of sending vast amounts of IoT data to the cloud.  

 Acts on IoT data in milliseconds, based on policy.  

 Sends selected data to the cloud for historical analysis and longer-term storage. 

 

The fog extends the cloud to be closer to the things that produce and act on IoT data. These 

devices, called fog nodes, can be deployed anywhere with a network connection: on a factory 

floor, on top of a power pole, alongside a railway track, in a vehicle, or on an oil rig. Any 

device with computing, storage, and network connectivity can be a fog node. Examples 

include industrial controllers, switches, routers, embedded servers, and video surveillance 

cameras. IDC estimates that the amount of data analyzed on devices that are physically close 

to the Internet of Things is approaching 40 percent. There is good reason: analyzing IoT data 

close to where it is collected minimizes latency. It offloads gigabytes of network traffic from 

the core network, and it keeps sensitive data inside the network.  

 

Examples of Fog Applications  

Fog applications are as diverse as the Internet of Things itself. What they have in common is 

monitoring or analyzing real-time data from network-connected things and then initiating an 

action. The action can involve machine-to-machine (M2M) communications or human-

machine interaction (HMI). Examples include locking a door, changing equipment settings, 

applying the brakes on a train, zooming a video camera, opening a valve in response to a 

pressure reading, creating a bar chart, or sending an alert to a technician to make a preventive 

repair. The possibilities are unlimited. 
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